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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7]Abstract of the contribution: This pCR proposes to add the threat related to the requirement 5.2.2.1.x of TS 33.216
1 Introduction
[bookmark: _GoBack]This pCR propose threat description for the eNB security requirement on security mode command procedure specified in S3-170152, S3-170153, which can be included in TR 33.926, clause X.2.2.x. 
2 Proposal

***	BEGIN OF CHANGE ***
[bookmark: _Toc463009564]X.2.2.x	Threats related to security mode command procedure
X.2.2.x.1 Initial AS ciphering algorithm selection and use
- Threat name: Initial AS ciphering algorithm selection and use
- Threat Category: Tampering of Data, Information Disclosure
- Threat Description: If the highest priority ciphering algorithm is not selected by the eNB, the eNB could end up using a weaker algorithm for user plane and RRC protection forcing the system into a lowered security level making the system easily compromised and/or attacked.
- Threatened Asset: User account data and credential.
X.2.2.x.2  Initial AS integrity algorithm selection and use
- Threat name: Initial AS integrity algorithm selection and use
- Threat Category: Tampering of data, Information Disclosure, Denial of Service, Bid down
- Threat Description: If an eNB does not select the highest priority integrity algorithm to protect RRC traffic and SMC, the eNB could end up using a weaker integrity algorithm. With weaker integrity algorithms, it is highly likely that SMC containing selected security algorithms risks being exposed and/or manipulated and regarding RRC traffic it leads to unreliable eNB data authentication.  This can cause the system to turn off security, bid down security algorithms making the system easily attacked and/or compromised. 
- Threatened Asset: Sufficient Processing Capacity


***	END OF CHANGE ***

